ADS Mobile API (example usage for uploading a document)

Using the ADS mobile APl needs some prerequisites:
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Appropriate ARIS Connect licenses

ARIS API certificate

Configured ADS folder as target location for uploading documents
Already created folder in ADS repository from step 3
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Step 2 you will need an ARIS API certificate which is used in the “key” field in the UMC swagger
example token created, see picture below “ARIS User Management API”.

Steps 3-4 will look like this one:

ARIS Document Storage @ configuration @

l * Infrastructure

- Document management system
[ Enable use of file share -
» Quota and restrictions
» Search Path to file share Jfdata
| P WebDAV Generate usage statistics
Allow anonymous access by link -

Display document content in the
| browser

Thumbnail width (in pixels)

Maximum number of parallel scaling
threads

Folder for ARIS APl uploads | /mobileuploads




And this folder must be created upfront in the repository:

ARIS Document Storage i @ Document admi

Document administration

v B ARIS document storage
I » I mobileuploads

ARIS document storage = mobileuploads

» P moveSource
Name
> Pl moveTarget

» M moveTestFolder O mobiledoc
Last change: 2019.02.06, 15:26:32 by system

-



Assuming you are using Postman as Chrome extension and have also Postman Interceptor installed in
Chrome (easy token generation for UMC cookie):

You can now navigate to the UMC mobile API site (see Step 2 above)
http://HOST/apidocs/swagger-ui/index.html?url=/umc/apidocs/swagger.json#!/ tokens/login

to create a UMC cookie. This will look like this:

ARIS API

ARIS User Management API

This APT encapsulates all functionality related to authentication, authorization and user management. Usage of the A
tokens : APl token creation and deletion.
ol tokens

Implementation Notes
Generates a new APl token for the user. User needs to have the licenses required to access the AP

Parameters

Parameter Value Description

tenant default | Tenant name

name |5y5tem | User name

password ||Jassword | Password

key |AR15 API certificate | Certificate provided by Software AG

Response Messages

HTTP Status Code Reason Response Model
260 Token created.

480 Unknown errar accurred.

483 Insufficient licenses.

Try it out!



Now your chrome has a login cookie which could be synced (intercepted) with Postman, see arrow on
point 3:

Builder fp:, @1‘ Signin €

Interceptor (

No Environment
httpa// [ ]
3
1 2
POST https// | fdocuments/api/documents | Params Send [

A/Bf‘dv .

® form-data x-www-form-urlencoded raw binary
Key Value Description
filename mobiledoc
title mobiletitle
description mobiledescription
file Dateien auswanhlen | root docmr
Body 4) (8)
Prety JSON =
= K
2 id "lc2ecd95-7889-4926-a723-dcdblbdb564e™,
3 "title": "mobiletitle",
4 "description”: "mobiledescription”,

",

2] "href": "hitp:// fumc/apifusers/system”
18 }

11 3

12

13 "contentType": "application/octet-stream”,

HTTP Method is POST (1) and the target endpoint (2):

http://HOST/documents/api/documents (2)

In the BODY section, one has to select “form-data” (4) and need to specify all mandatory fields (5):

- filename
- title
- description
- file
The first 3 parameters are string values, the last one is of type “application/octet-stream” and should

be preselected by the file chooser (6) provided by Postmen.

I11 Please be aware: the actual file needs to be the last parameter, due to the variable length of the
content itself! - Posting this should give you a response status of 200 (7) and show the document in the
configured folder above.


http://host/documents/api/documents

The RAW request will look like this:

POST /documents/api/documents HTTP/1.1
Host: ARIS INSTALLATION HOST
Cache-Control: no-cache

Postman-Token: TOKEN (intercepted)

Content-Type: multipart/form-data; boundary=----WebKitFormBoundary7MA4YWxkTrZuOgW
------ WebKitFormBoundary7MA4YWxkTrZuOgW

Content-Disposition: form-data; name="filename"

mobiledoc

------ WebKitFormBoundary7MA4YWxkTrZuOgW

Content-Disposition: form-data; name="title"

mobiletitle

------ WebKitFormBoundary7MA4YWxkTrZuOgW

Content-Disposition: form-data; name="description”
mobiledescription

------ WebKitFormBoundary7MA4YWxkTrZuOgW

Content-Disposition: form-data; name="file"; filename="root doc.txt"
Content-Type: text/plain

------ WebKitFormBoundary7MA4YWxkTrZuOgW—

Of course you can also use your own UMC token instead of the Postman intercepted cookie, provided
from the UMC API, to set the cookie.



